Group Privacy Policy Statement

1. The Controller - Who we are:

Ballyvesey Holdings Limited. Please consult document “Trading Companies” for individual entities.

2. Data Protection:

Data Protection in the Ballyvesey Divisions is administered by the GDPR Steering Committee.
e James Darragh (Cglmpii'é'ﬁ‘ce & HR) S
e Gordon WiIIis/(ICT)
e David Andrews (Chief Informatiop-@ffice

/

P
All members’of the GDPR Steerifig Committee have recej aining’on.data protectio
informatiogh security relating specifically to §heir respog In addition, at least one
the Steering Committee holds a General Data Prote as Practitioner Certificate!

ittee can be contacted k rotectrom@ballyvesey.com

The Sfeering Com
//
Or'by writing to"

[]/ata Protection, B i i t biyey;BT36 4RF
. wAess and Compliance:

allyvesey Noldings Limited unde s and free g of all individuals whos
ata we \process. We witlmiip Article 5 of t@€ General Data jProtectio
egulations 20116, as g ourt|of Justice and when applidablg, the righfs
provided under sfatu pny ent hav ng‘gained Royal Assent (including the Data
Pr’gtection Act 2018, 3 AmE pr future Bills thereof. We recognjse fhe authority/of
thé’x Information {Co oner’'s O e Surveillaqce Commissioner’s Office, the P
Authorities of the|Uni# gdom ang ern Ireland, the Criminal Records BUreau, The

and Safety Executive, H )X Inspect fice and any|otlher competent authority where th
relevance in these matté

have

We acknow dge that the Gnly Taw repealéd B g General Data Protéction Regulatiof 2018 is the
Data Protection Act (UK) 1998 and.that™aay other la roduced, or not repealed alongside this
Regulation must also be recognised with-equabauthority, insofar as it has not p€en read down by
any court of law to provide protection of the rights.and freedoms conferred he Regulation.

4. How we gather personé"

Throughout the Group information is gathered in the normal course of business. The information we
collect may include Public Data, Company Data, Third Party Data and Personal Data. Personal Data is
protected in law by the General Data Protection Regulations EC 2016/679 and the Data Protection
Act (UK) 2018. Where personal data is collected or provided to us a relevant privacy notice will be
available summarising the following:
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mailto:dataprotection@ballyvesey.com

e whowe are

who deals with our data protection

our purposes and legal basis for processing the personal data

our legitimate business interests in processing the personal data

who we may provide the personal data to

e whether we transfer the personal data to another member state, or international country

e the length of time we will keep the personal data

e asummary of your rights and freedoms to the processing of your personal data

e what may happen if you fail to prowdej withdraw / object to the processing of the personal
data, whether or not we ' process any personal data by automated means, including profiling
individuals, or the eX|stence of any monitoring of individuals. SN

S

Sources of persopa’(data can come from.rdividuals thémselves, be provided tosus by a third party
where you hal\pe’/previously agreed th€ legitimate interestto dosq, be obtained from,public records,

or a competent authority.

/
5. Why we need personal data:

Most often perso
£ . .
acc/ordlng to its

| data will be needed aléng ormdtte® to allow the group to operate
itimate business interesrs. 0] are required to prodgss personal
to/comply with/a Iégal obligation, or to fulfil the f a legally binding|cogtract alread
p’éce, or that/we nay intend to enter into i has_no intended pr@cessing in the
F/ublic intergst, un iturat i sto-do sg, for example
; ' i i r-an-mdividual’s vitd|
Ve ay be in\thheat of lif
ill obtai at consent \and, keep
yur consent y time, but/thig will no

gPprior to you exgpLising this right.

ffect the\legal standing g

»

\

We\will process pérso ta fairly a ansparency]to the individual who|oWns the persgnal
datal, We acknowl(gdg® ht of ani al to submit @ Subject Access Requegt for any pergonal
data which we hold ab them. We Advise individuals if we transfer their personal dafa to a
previously un-notified ob¥g@hisation to s in the busingss interests. We will notify any/affected
individuals of a breach if we have suffered eft, destructjon or other loss of their persopffal data as
soon as the facts are fully knéwnand co-ogerd ICO, whilstcomplying with the Regulation.

We will process personal“data for the purposes which we have stated. If we need to process
personal data for a new lawful pu e we W|II be transparent air about this process.

8. Data Minimisation:

We will restrict collection of personal data to that which we really need. We will not ask for any
information which is unnecessary. Once personal data is no longer necessary we will responsibly
destroy it, or return it to the individual who owns it. Where retention of data is required without the
need to retain the personal data alongside it, we will use personal data anonymization and
pseudonymisation to remove or disguise the personal element of the data.
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9. Accuracy:

We will take every reasonable step possible in the good practice of due diligence to ensure the
accuracy of any personal data which we hold or process. Compliance checks, system auditing and
staff training are carried out in order to minimise the risk and / or impact of inaccuracy in data
generally. Where the personal data we hold is found to be incorrect an individual owning the
personal data can request that we correct, rectify, erase or withhold it.

10. Storage Limitations: P
Personal data will only be retained for as long as_it is necessary and Wh\e{e we have a legitimate
business purpose, 9(5 legal obligation to de<$0. If wé™are found to hold per%%ﬂsta unjustifiably
the individual wh/b owns the personal-@ata cah askus to teturn, erase, or destroy it. A retention
policy forms/pa/rt of any privacy_adctice availbble when pefSofial datais collected.

/

F ‘
11. Integrity and Confidentiality: ‘

We will store and process personal data with the
una/ﬁthorised or umlawful processing, acciddntal

can, using apprgpfjate and technical mejsu es.

ec hnd protect it from
tion, or damage, as fa as we possi

e train our’employees with different lev

Is gFdla i infarmation secuity protocols
1 part of{thé\ terms an

ent for thes
of new emp

ought \fro;m new employees, in
herever p@ssible we try and ol
r otherwise Another-cgful Bht t aduce’ the risk
odern slavery by-re tr be in posgession—of-their-own-passport in a safe
environment.\ Regord tity doquments, references and qualifications

demonstrate complia

h the rege

Empiﬁyees are requiredlié WPractice gr desk policy and lock screens wheh away frony their
compthsr. Group polic trols and permissions @reg used to restrict access to relevapt areas
of software. Password enforcement d to ensure] complexity and frequent chgnging of
passwords\.a\mployees' requirements-to reme access s¥ystems-with-a work laptop frgm home or
another loca ion are subject risk assessmemt®®ased_on needs, training and risks. If granted,
remote access is\through a Virtual Private™Netwosk™(VPN) encrypted end to efd using 256 bit
technology. Employee_permissions can be restricted-or revoked if abused access to systems
removed completely whenan employee leaves the group.

Electronic systems throughout the Group-use-our-own-servers located in premises owned by the
Group. Backup systems shadow and mirror the live service in alternative locations and can be
switched over with minimal effort as part of our disaster recovery plan (DRP). A DRP is in place for all
electronic systems and its deployment is under the control of the GDPR Steering Committee, at least
one Member of which has direct authority over our IT systems. Electronic Systems are supported by
our internal ICT division which forms an integral part of the Group. Support is provided by a team of
professionals both within a dedicated ICT control room and field operatives in situ at locations
throughout the Group.
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In addition to physical security present at hosting and support locations, access to premises is
controlled by coded doors and / or swipe systems including biometrics at selected points. All server
rooms are secured with appropriate locking mechanisms. Systems are monitored by multi-layer
firewall protection, anti-virus systems, access control systems, and Group Policy settings. Incoming
and outgoing mail is monitored and filtered, access to USB ports restricted, redundant hardware
including drives are stored securely until dismantled and destroyed.

Portable devices such as laptops, tablets and smartphones are encrypted, secured with pins and
passwords and anti-loss technology.

Physical files containing pe/r,seﬁéfl/ data are kept in locked are‘é\s\;'\in\fire resistant cabinets with
restricted access. Any confidential waste records containing personal a are placed in locked
letterbox bins untiyth/ey can be shredded. Stireddingis_regularly carried out site by a security
cleared contrag;ﬁ?under strict conditiers.

p
12. Con{rollers and Processo

contact is a “Data Contxoller”

Any di)éon within the Group processing p+rson

/
Any//division withjf] the Group sharing persahal d
group is a “Contfoller in Common”

ithif the Group processing
atla Processor”

pelrs dibiAnether division

ny party pfocessing personal data on
ouy, then they are a “Third ',;v P

informed that their-in on

a llegal obligationjor ima

ad%quate safegualds place t0
GDPR. As part of the te safegu
legally binding contrac b ¥8ure corg
of the individuals, to w he origin®
in additi n to any other Service Level Ag

13. Review Policy:

The GDPR Steering Gommittee meets at reg calendar month, or
more often if needed. Any current business is dealt with at that time-Reviews of policies and
procedures are part of the norm: | business of the Steering Commi s activities and they continue
to make improvements as required to maintain-compliance with all regular laws.

14. Rights and Freedoms:

Individuals have the right of subject access to, and to be provided with a copy of, any personal data
we hold. This request can be made using contact information provided at point 2 above, however
the request must be in writing. It must provide enough information to identify the data subject and
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satisfy the Controller (us) of the applicant’s identity. Sufficient information to the specific nature of
the request, and if known, the location of the information, should be made clear in the content to
avoid any unnecessary, disproportionate effort in providing the personal data. We will then be
required to respond within one month.

If the subject believes that the personal data we hold is incorrect, they can ask us to rectify it. Proof
may be required to enable us to do this, otherwise a note may only be added to state that the
information is in dispute.

If the subject believes that we should net-have the personal-data, because it is unnecessary, beyond
the agreed retention period, or that the data has been unlawfully precessed or obtained, then they
can ask us to erase or return the personal data.

/'
Where any personal data is processedbased on the.reliafee_of consent and no~other legitimate
purpose can be justified, then the subjecf can withdrai8aheir cornsent for any futlxe use of the

personal data.

If an individual is unhappy about the wayjthe ittee deal with their rights and
frees}oms they can complain in writing to:
7
Chief Executive Officer
Ballyvesey Holdings Limited
7 Antrim Road |§
ewtownapbes

T36 4RF

pation and rgvietv of th
ended actions within on

he Chief Executive Officer or his ngf#figte youtani
ircumstanc@s and advise them h any reco
onth.

If \the individual id sti tisfia sponse af the Company Secretary, o/in fact at
other prior stage df th ess, the a report t@ the Information CommigSioner’s Offide.

DPPOLSTMT81024091
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